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Abstract 
Wireless sensor networks sense various kinds of 
information process them locally and communicate it to the 
outside world via satellite or Internet. In the near future, 
sensor networks will play a major role in collecting and 
disseminating information and the sensors will be shared by 
multiple applications and gather heterogeneous data of 
different priorities. With such concentration on wireless 
sensor networks, vital issues like security and congestion 
control are to be taken care of. We propose Modified 
Secure Congestion Aware Routing protocol (MSCARP), a 
protocol designed for mitigating congestion by dedicating a 
portion of network to forward high-priority traffic primarily 
by measuring congestion degree as the ratio of Packet inter-
arrival time along over packet service time and provide a 
better QOS in terms of the packet loss rate and packet delay. 
This protocol have introduced node priority index to reflect 
the importance of each sensor node. In addition it also 
satisfies the major security properties like data 
authentication, data secrecy, replay protection, freshness 
which is based on modified SHA-1 (mSHA-1) hash 
function which helps to compute message authentication 
code for given messages by attaching a secret (hash) key 
with the message . We suggest two scenarios depending on 
scale of the network, and also analyze security of the 
proposed algorithm and also use low energy consumption 
which are here the major factors affecting the wireless 
sensor networks. 
Keywords: MSCARP, Bit Rate and Packet Delay, 
Network Models. 
 
Introduction  
 
              A Wireless Sensor Network (WSN) is a 
collection of so many sensor nodes that are 
distributed and organized into a cooperative network 
to monitor physical or environmental conditions such 
as temperature, sound, vibration, pressure, motion or 
pollutants. WSN serve as a key to gather information 
needed by smart environments such as buildings, 
utilities, industry, home, etc. Therefore, data 
generated in a sensor network may not all be equally 

important. Thus the case of priority occurs dividing 
data into high and low priority. In hostile and un-
trusted environments such as battlefield surveillance, 
an adversary can eavesdrop on traffic, inject new 
messages, and replay old messages. Hence security is 
of major concern. A large number of sensor nodes 
which sense physical phenomenon and report the 
event through wireless links to sink. The base station 
acts as a gateway between sensor node and end user. 
When large numbers of sensor nodes are active in 
transmitting the information, the load becomes heavy 
and data traffic also increases and this might lead to 
congestion and here is also a chance of 
compromising with the privacy of data, hence the 
transfer of data should be done in a secure manner. In 
particular, the base station must be able to ensure that 
the received message was sent by specific sensor 
node and not modified while transferring. The 
authenticity and integrity of messages received by 
base station greatly influence final tracking results [1, 
2]. In order to add security, the various areas such as 
Authentication, Secrecy, Replay Protection, and 
Resilient to Lost Messages are to be taken care of by 
using encryption scheme. We have proposed 
MSCARP, Modified Secure Congestion Aware 
Routing Protocol that addresses congestion control 
by the categorization and distinct routing of data as 
high priority and low priority along with the secure 
communication. 
    T. H. Lee [9] and Wong et al. [11] proposed strong 
password based authentication protocols which are 
almost similar to each other. These algorithms can 
reduce computational load and have reliable time 
synchronization but they are weak against user-
password security attacks and not mentioned about 
which MAC algorithm to use. 

             T. Yao et al. [12] described authentication 
protocol for broadcasting messages using one-way 
key chain and secure acknowledgements, but there is 
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no time synchronization and even one malicious node 
can disrupt the whole broadcasting process because 
of unknowing key-chain.  
 
                Here, we propose a new hash based 
authentication scheme for wireless sensor networks 
which reduces the computational overhead of sensor 
nodes and produces strong unique message 
authentication code (MAC) for a particular message. 
SHA-1 hash function modified with the help of 
regularly distributed pseudo random function [3] 
which provides collision resistant requirement for 
hash functions and the pre-shared secret key obtained 
from ECDH secret key exchange algorithm. The 
main goal of this work is to reduce communication 
and computation overheads while achieving strong 
and secure authentication scheme for wireless sensor 
networks.  To determine the congestion that which 
type of it is that depends on its type. 

Types of Congestion in WSNs 
 
      Congestion has direct impact on energy 
efficiency and decreases the lifetime of wireless 
sensor networks.            Generally two types of 
congestion occur in WSNs: 
 
        A. Node Level Congestion 
                 Node level congestion occurs within a 
particular node if the buffer used to hold packets to 
be transmitted overflows. This result in packet loss 
increased queuing delay and leads to retransmission 
that consumes additional energy. 
       B. Link Level Congestion 
                When multiple active sensor nodes within 
range of one another attempt to access transmission 
medium simultaneously, packets  that leave the 
buffer may fail to reach next hop as a result of 
collision among sensor nodes.   
 

 
 
               

Figure: Node level and Link level congestion. 

System Models  

This section describes the network and the node 
models as shown in the figure;  

Network Model : The network model  to be 
investigated in this paper , where sensor nodes are 
supposed to generate continuous data, for example 
multimedia flows produced by sensor nodes installed 
with digital camera, and form many-to-one 
convergent traffic in the upstream direction. They are 
assumed to implement CSMA-like MAC protocol. 
Each sensor node could have two types of traffic: 
source and transit. The former is locally generated at 
each sensor node, while the latter is from other nodes. 
Therefore each sensor node can be a source node 
and/or intermediate node. When a sensor node has 
offspring nodes and transit, it is a source node as well 
as an intermediate node. On the other hand, it is only 
a source node if it has no offspring nodes, and 
therefore only has source traffic. The offspring node 
of a particular ancestor node is defined as the node 
whose traffic is routed through this particular 
ancestor node. If an offspring node directly connects 
to its ancestor node, this offspring node is called 
child node and its ancestor node is called parent 
node. 

 

Figure: Particular parents with the child nodes. 
 
Node Model: In this model, the transit traffic of node 
i (r tr

i) is received from its child nodes such as node i 
− 1 through its MAC layer. The source traffic is 
locally generated with the rate of rsr

i. Both the transit 
traffic and the source traffic converge at the network 
layer before being forwarded to node i + 1, which is 
the parent node of node i. Packets could be queued at 
the MAC layer if total input traffic rate (rin = rsri+ 
r tr

i)exceeds packet forwarding rate at the MAC layer. 
The packet forwarding rate r f

i depends on the MAC 
protocol itself. With the assumption of CSMA-like 
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protocol, the number of active sensor nodes as well 
as their traffic density influences rf

i . In Fig., rout
i  is 

the packet output rate at the node  i  towards node i + 
1. If  r in

i  is smaller than r f
i,  rout

i will equal rini. 
Otherwise if rin i > r f

i , then routi will be close to rf i . 
Therefore, routi  This property can be utilized to 
indirectly reduce routi through reducing rin i. In fact, 
the output traffic at node i is part of transit traffic at 
the node i+1. Therefore reduction of routi implies a 
decrease of  rtr i+1 . If packet input rate rin i exceeds 
packet forwarding rate rf

i, then there will be 
backlogged packets inside node i and node-level 
congestion takes place. At this time, we need to 
reduce rin i and/or increase rf i. While r f

i can be 
increased through adjusting MAC protocols, it is 
much easier to lower rini through throttling either 
rsri, rtr i or both of them. The source rate ris can be 
reduced locally by changing sampling (or reporting) 
frequency. The transit traffic rtr i can be indirectly 
reduced through rate adjustment at the node i − 1. On 
the other hand, if there is collision on the link around 
the node i, then node i and its neighboring nodes 
should reduce channel access  in order to prevent 
further link-level congestion. Although this task may 
be performed through the MAC, yet it is easier to 
reduce rin i. This paper designs also flexible and 
distributed rate adjustment in each senor node. It 
introduces a scheduler between network layer and 
MAC layer, which maintains two queues: one for 
source traffic and another for transit traffic. The 
scheduling rate is denoted a  rsd

i. 
 
 
 

 

Figure: Node diagram in any network. 

 

                      

 

Figure: Flow chart for the data flow in the                                                                      
network. 

 

Proposed Work Terms   

           Since the main function of transport protocol 
is to provide reliability, data delivery and congestion 
control, hence the primary layer that will focus is 
transport layer. Due to the unique characteristic of 
WSN, the transport protocol should have the 
requirements as the following:  
      End-to-end reliability: Our primary goal is to 
reliability of all data transmitted by each sensor 
nodes to sink        nodes in WSN environment.  
      Energy efficiency: To prolong the system life time 
of sensor node, the transport protocol should be                         
minimizing the sensor energy consumption. 
     Congestion control: Since congestion increased 
packet loss and energy consumption, congestion 
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control is need to avoid or reduced packet loss, 
results in high link utilization and low packet delay. 
    Provide cross layer optimization with the others 
layer (i.e., network layer and physical  layer) to 
achieve gains in overall system performance in 
wireless network. 
   Be able to cope with the variable reliability that 
required by the applications.  
 
               With the concern of security we have used 
the terms as: 
 

1. Security key generation that is 
developed by using the random 
function in the algorithm. 

2. Encryption scheme at the source 
node. 

3. Description scheme at the sink node. 
4. The common key generation that is 

shared between the source and the 
base station. 

5. Destination address generation. 
 
Figure given above shows the interaction of transport 
protocol with others layer, the flow of process is start 
from flow number one and finish at flow number six. 
The process is start from application layer and going 
down to transport layer. Transport layer is a layer that 
provides transport protocol which has a main 
function of reliable data transmission to ensure data 
will successfully received at sink node. Next is 
network layer that provide route selection. This route 
selection needs three parameters from physical layer 
to make a decision. The data will be sending from 
source to destination. However, there may have a 
congestion during data transmission and transport 
protocol will play the role to solve this problem 
occur. Thus, transport layer will interact with the 
MAC layer and do a process of congestion detection, 
congestion notification and rate adjustment. After 
adjustment of the congestion rate, the data will go 
back to transport layer to ensure end-to-end reliability 
guarantee and achieve high reliability. The last 
process is at application layer for data collection. The 
process for reliable data transfer and congestion 
control at transport layer is shown in figure: 
 
 

                                                          

 

 
Transport Layer Reliability Mechanism 
 
                      Communication in wireless sensor 
network is between sensor nodes and sink node and it 
is important to differentiate the direction of the 
communication. For upstream communication, the 
sender is a sensor node and receiver is a sink node 
(sensor-to-sink), and the reverse scenario is referred 
to downstream direction (sink-to-sensor). As a data 
collecting network, the data flow in wireless sensor 
network from sensor node to single sink node is most 
important compared to the downstream direction. 
However, in some scenarios, a reliable protocol for 
downstream communication is also important, 
especially if a network consists of reprogrammable 
sensor nodes, the sink may want to send a certain 
control codes such as upgrade commands to the 
nodes. But different wireless sensor network 
applications have different reliability requirement. 
The reliability features and congestion control of 
transport layer in WSN can be address into two ways 
which are hop-by-hop and end-to-end. End-to-end 
reliability is refers to reliable data transfer of sensed 
data from source to destination node or vice versa. A 
sensor node generally uses closed loop feedback 
scheme where it waits for the reply message from the 
destination end point. While hop-by-hop reliability 
uses an open loop non-feedback. In order to achieve 
reliability, the reliable data delivery protocol must be 
able to recover lost data when error happens. The key 
different between hop-by-hop and end-to-end 
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mechanism is when an error occurs, in hop-by hop 
case, intermediate node retransmits the packet, but in 
end-to-end case, the packet needs to be sent from the 
source [7]. Hop-by-hop method is more energy 
efficient since retransmission packet is shorter 
compared to end-to-end. 
 
MSCARP (Modified Secure Congestion 
Aware Routing Protocol)   
  
                 MCARP tries to avoid/reduce packet loss 
while guaranteeing weighted fairness and supporting 
multi-path routing with lower control overhead.   
               A wireless sensor network which comprises 
of ‘N’ sensor nodes with more than one source 
targeting to a single sink is considered. The data 
packets are generated from sources and are 
transmitted to other nodes until it reaches the 
destination. In “Fig. ”, a simulation network with 26   
nodes. 
 
       

 
 
 
When an event is detected the number of active 
sources increases. When the number of active sources 
increases, the data packets generated are more, which 
increases the inter arrival time. Thus packets are 
accumulated in the buffer. Evaluating the buffer at 
the node in the network during the data transmission 
will infer the occurrence of congestion. As the 
accumulation of packets increases it leads to packet 
drop, which in-turn leads to congestion in the 
network. Thus we have introduced an efficient and 
accurate protocol has been proposed to detect and 
control congestion.              

                                  This protocol consists of three 
components: intelligent congestion detection (ICD), 
implicit congestion notification (ICN), and priority-
based rate adjustment (PRA). 
           In ICD detects congestion based on packet 
inter-arrival time and packet service time. The joint 
participation of inter-arrival and service times reflect 
the current congestion level and therefore provide 
helpful and rich congestion information. To the best 
of our knowledge, jointly use of packet inter-arrival 
and packet service times as in ICD to measure 
congestion in WSNs has not been done in the past. 
 
           In ICN, congestion information is 
piggybacked in the header of data packets. Taking 
advantage of the broadcast nature of wireless 
channel, child nodes can capture such information 
when packets are forwarded by their parent nodes 
towards the sink, assuming that there is no power 
control and the omni-directional antenna is used. 
          In PRA, each sensor node is given a priority 
index. PRA is designed to guarantee that: (1) The 
node with higher priority index gets more bandwidth 
and proportional to the priority index; (2) The nodes 
with the same priority index get equal bandwidth. (3) 
A node with sufficient traffic gets more bandwidth 
than one that generates less traffic. 
 
 Path Routing 
 
Here can be two types of routings ; single path 
routing  and multi path routing depending on the 
number  of parents nodes  the child is having as 
shown in the figure; 
 
                                 

 
 
Definition 1:  Source Traffic Priority (SP (i)) – The 
source traffic priority at sensor node i is used to 
represent the relative priority of local source traffic at 
node i. SP (i) is independent of the offspring node 
number of the node i. 
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        In this paper, our congestion control protocol is 
designed based on SP (i) and realize proportional 
fairness in the way: SP (i) /SP (j) = Thruput (i) /T 
hruput (j), where Thruput (i) is the throughput of 
node i. 
 
Definition 2: Transit Traffic Priority (TP (i)) – The 
transit traffic priority at sensor node i is used to 
represent the relative priority of transit traffic routed 
through node i. In case of single path routing, TP (i) 
equals the sum of source traffic priority of each 
offspring node or TP (i) still equals the sum of global 
priority of all child nodes of node i, where global 
priority is defined below. Regarding multi-path 
routing [8], TP (i) will be impacted by the number of 
paths and multi-path routing policy. We will discuss 
multi-path routing. 
 
Definition 3: Global Priority (GP (i)) – The global 
priority refers to the relative importance of the total 
traffic at each node i. Therefore GP (i) = SP (i) + TP 
(i).   
 
1) Intelligent Congestion Detection (ICD): In order to 
precisely measure  local congestion level at each 
intermediate node, we proposes intelligent congestion 
detection (ICD) that detects congestion based on 
mean packet inter-arrival (  tia )  and  mean packet 
service times (ti

s) at the MAC layer. Here packet 
inter-arrival time is defined as the time interval 
between two sequential arriving packets from either 
source or for the transit traffic, and the packet service 
time is referred to as the time interval between when 
a packet arrives at the MAC layer and when its last 
bit is successfully transmitted. And tis   covers packet 
waiting, collision resolution, and packet transmission 
times at the MAC layer. Here tia as well as tis can be 
measured at each node i on a packet-by-packet basis. 

Based on the tia and tis, ICD defines a new congestion 

index, congestion degree d (i), which is defined as the 
ratio of average packet service time over average 
packet inter-arrival time over a pre-specified time 
interval in eachtype of senor node i as follows: 
                           d (i) = ti

a  / tis       

 

The congestion degree is intended to reflect the 
current congestion level at each sensor node. When 
the inter-arrival time is smaller than the service time, 
the congestion degree d (i) is larger than 1 and the 
node experiences rate, and hence congestion abates. 
Therefore congestion degree can adequately represent 
congestion condition and provide helpful information 
in order to realize efficient congestion control. The 
congestion degree d (i) can inform the child nodes 

about the traffic level to be increased or decreased by 
adjusting their transmission rate. In this  tia and ti

s  at 
each node i are measured using EWMA (exponential 
weighted moving average) algorithm. In the process 
of determining the congestion degree, tia is updated 
periodically whenever there are even  Np (=50 in 
PCCP) new packets arriving as follows: 
 
                      tia   =  (1-wa)* t

i
a +wa* TNp / Np 

                                          
Where 0 < wa < 1 is a constant (= 0.1). TNp is the time 
interval over which the measurements are performed, 
and within which the Np  new packets arrive. Also, ti

s
   

is updated each time a packet is forwarded as 
follows:     
                           
                      ti

s  = (1 − ws) � tis+ ws � tis 
 

where 0 < ws < 1 is a constant (again set to 0.1 ), tis  
is the service time of the packet just transmitted. 
 
(2) Implicit Congestion Notification (ICN): There are 
two approaches to propagate congestion information: 
Explicit Congestion Notification (ECN) and Implicit 
Congestion Notification (ICN). The explicit 
congestion notification uses special control messages 
and inevitably introduces additional overhead. In 
contrast, implicit congestion notification piggybacks 
congestion information in the header of data packets. 
Taking advantage of the broadcast nature of wireless 
channel, child nodes listen to their parent node to get 
congestion information. 
In the implicit congestion notification, transmission 
of an additional control message is avoided. 
MSCARP uses ICN at each sensor node i to 
piggyback congestion information in the header of 
data packets to be forwarded. Notification is 
triggered by either of the two events: (1) the number 
of forwarded packets by a node exceeds a threshold 
(= O(i) �Np in MSCARP); (2) the node overhears a 
congestion notification from its parent node. The 
piggybacked information at a sensor node i includes 
mean packet service time ti

s , mean packet inter-
arrival time tia, global priority GP (i), and the number 
of offspring node O (i). A node then computes its 
global priority index by summating its source traffic 
priority index and all the global priority index of its 
child nodes, which is piggybacked in the received 
data packets. 

 
(3) Priority-Based Rate Adjustment (PRA): As shown 
in Fig. , we introduce a scheduler with two sub-
queues between the network layer and the MAC 
layer. If the scheduling rate r i

sd is kept below the 
MAC forwarding rate r i

f         the output rate will 
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approximately equal the output rate r i
out. Therefore, 

through adjusting the scheduling rate r i
sd, congestion 

could be avoided or mitigated.  At the time, 
congestion information indicates whether there is 
congestion or not which can be transferred using a 
binary congestion notification (CN) bit. However 
when nodes are specifically informed as to how much 
to increase or decrease their rates, exact rate-
adjustment becomes possible. 
Congestion degree d (i) and priority indices (TP (i) 
and GP (i)) introduced here provides more 
information than the 
CN bit and enables exact rate adjustment. PRA needs 
to adjust the scheduling rate r i

sd and the source rate 
r i

sr at each sensor node after overhearing congestion 
notification from its parent node, in order to control 
both link-level congestion and node level congestion.   
Node efficiency or the average delivery ratio is 
calculated as [8]:  
 
          Number of packets received by 's parent(i) 
  =               
            Number of packets received by node (i) 
 
Packet loss in WSN can be common due to bit error 
or congestion. Thus, the packet loss ratio can be 
calculated as [8]: 
           no of packet generated by the sensing nodes 
  = 
               no of packets lost in the network 
 
Packet loss ratio will results for energy loss per node 
and the whole network which is important to evaluate 
energy efficient at transport protocol. Assuming 
dropped packets have a direct relation with energy 
wastage, the energy loss per node can be measured 
by [8]: 
                         total no packets received by node  
E(i)          =                                                                                                         
                             no of packets dropped by node i 
 
Whereas the energy loss for the whole network can 
be calculated by [8]: 
                                          
                       total no of packet received by the sink 
Enetwork    = 
                        no of packets dropped by the network  
 
The amount of energy remaining in a sensor node and 
can be measured as [8]: 
 
                                                    initial energy 
         Er           =  
                                                  remaining energy 

Algorithm  
 
(01)  Intialisation()  
(02)  d’(pi,0) = 1 , O’(pi,0 ) = 0 , r

i
sd = rif    

(03)  GetSrRate(ts
pi,0 , ta

pi,0 , GP(pi,0),O(pi,0),rsd
i
 

,GP(i)) 
(04)  d(pi,0) = ts

pi,0  / ta
pi,0 

(05)  total_rate = 1/ ts
pi,0 

(06)  if(O(pi,0) < O’(pi,0)) rsd
i  = rsd

i/d(pi,0)  
 
(07)  if(O(pi,0) > O’(pi,0)) rsr

i = total_rate *    GP(i) 
                                                                        GP(pi,0) 
(08)  if(O(pi,0) = O’(pi,0)) 
(09)  { 
(10)  if(d(pi,0) < d’(pi,0)) rsd

i = rsd
i/d(pi,0) 

(11)  if(d(pi,0) > d’(pi,0)) rsd
i = base_rate * 

GP(i)/GP(pi,0) 
(12)  } 
(13)  d’(pi,0) = d(pi,0) , O’(pi,0) = O(pi,0) 
(14)  rsd

i = min(rsd
i  , 1/tis) 

(15)  return risd * h 
(16)  GetSrRate(rsd

i) 
(17)  rsr

i = rsr
i 
* SP(i)/GP(i) 

(18)  return rsr
i  ; 

 
And for the security concern ,we have used  modified 
SHA-1 hash function to compute message 
authentication code of a given message Msg. We 
made modification to SHA-1(mSHA-1) hash function 
using regularly distributed pseudo-random function. 
The detailed description of this algorithm is given in 
[10]. As we know, original SHA-1 uses logical 
functions on its main loop: 
 
f ( B , C , D  )= ( B∧ C ) ∨ ((¬B ) ∧ D )  
f( B, C, D) = B ⊕ C ⊕ D 
f ( B , C , D ) = ( B ∧C ) ∨ ( B∧ C ) ∨ (C∧ D )  
f (B, C, D)  = B ⊕  C ⊕  D  
 
We changed  these logical functions with pseudo-
random function which gives unique hash values for 
a particular rmessage due to its randomness and no 
repeating period. According to that algorithm, the 
pseudo-random function is: 

                   F(wi) = wi * √2 * Ks                     
    which is input value for the main loop in mSHA-1. 
We add secret key  Ks to the function. 
Adding the secret key gives us the keyed hash 
function which can be used as a message authenticity 
and integrity code (MAC). The output value of hash 
function depends only on secret key and the input 
message. It means that only the holders of secret key 
can compute appropriate hash value for the message. 
     MAC of the message is computed as follows: 
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                    MACk (Msg) = Hk (Msg)  
In this paper, we suggest two scenarios according to 
network size of the application. We concatenate 
address of destination to the message in case of 
clustered WSNs and the formula becomes as follows: 
        MACk (Msg) = Hk (Msg || destAdr)  
  The length of hash value is 160-bit the same as 
SHA-1.Now the proposed  algorithm for security : 

Algorithm 

START 
S  : compute MACK(Msg) = HK(Msg) 
S  : transmit Msg and MACK(Msg) to the base station 
b  : get Msg and MACK(Msg) 
 b : compute MAC’K(Msg) = HK’ (Msg) 
b  : compare MAC’K and MACK 

         IF MAC’ K = MACK 
THEN 
      m : Authenticated 
ELSE 
     m : Unauthenticated 
ENDIF 
END   
 
For this algorithm we can propose two different 
scenarios[13] according to the network size. Scenario 
1 is for static or small-sized WSNs where numbers of 
sensor nodes are not huge. We suggest using 
clustered WSNs in case of a large number of sensor 
nodes in WSN. Scenario 2 can be used for big-scale 
applications where transmitted data goes to base 
station through cluster-head. 
 
Scenario 1: 
 
We assume that we have static WSN where sensor  
nodes can directly connect to the base station. 
Suppose,  sensor node A has message Msg and pre-
shared Ks secret key with base station. 
1. Sensor node A computes MACA with the help of 
secret key over message Msg , and then sends it to a 
     base station. 
2. The base station computes ' MACA of received 
message using the secret key KS

A which is shared 
     with sensor node A. 
3. Then compares ' MAC’A with received  MACA  ; if 
result is appropriate, then the received message 
counts as an authenticated.  
                   The overall handshake of this scenario is 
given in Figure. This scenario is suggested to small-
scale Applications where point to point 
communication is possible.  

 

Figure: Overall handshake of scenario 1. 
 
 

  Scenario 2 
 
We assume that we have a clustered WSN that is 
composed of a large number of sensor nodes, and the 
sensor nodes are able to organize a cluster 
automatically after deployment in a field of interest. 
Suppose, sensor node A has message Msg and pre-
shared Ks secret key with base station. 
 
1. Sensor node A computes  MACA with the help of 
secret key over message Msg and destination address, 
 and then sends it to a cluster-head. 
2. Cluster-head has its own database of keys which 
are pre-shared between its cluster-nodes and base 
station. Cluster-head computes  MAC’A of received 
message using the common key  KS with sensor  node 
A. 
3. Then compares two MAC values; if result is 
appropriate, then forwards it to base station, 
otherwise the message counts as an unauthenticated 
and returns it to sensor node A. The overall 
handshake of this scenario is illustrated in Figure. 
The advantage of using clustered WSNs is  reducing 
communication overhead. 
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Figure: Overall handshake of Scenario 2. 

 

Simulation Scenario  

 

 

Figure: Scenario with transmission of packets          
and packet drop. 

In this “Fig.”, a simulation network with 26 nodes in 
which data packets are transmitted from sources to 
destination is shown. During transmission, when 
inter-arrival time exceeds the inter-service time it 

leads to congestion resulting in packet drop. But in 
this protocol we have introduced  how to control the 
congestion and  making the less  packet  loss  and 
how   these packets can be efficiently and securely  
transmitted to the destination . 
 

Simulation Results 
 
 

 
 

Figure: Graph of bit-rate with time 
 
 

 

 
 

 
Figure: Graph  showing the lastPktTime  ,  number 

of packets sent and packets lost 
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Figure: Graph of bitrate and packet_delay 

Conclusion   

In this paper, we addressed data delivery issues in the 
presence of congestion in wireless sensor networks. 
We Proposed   MSCARP, which is a secure 
differentiated routing protocol with data 
prioritization, authentication Scheme without any 
type of intruption while transferring data to 
destination. The proposed security scheme is based 
on modified SHA-1 hash function by using regularly 
distributed pseudo random function. The reliable 
MAC algorithm provides both message authenticity 
and integrity for unique messages.  MSCARP also 
routes an appreciable amount of LP data in the 
presence of congestion and it leads to increase the 
packet deliver ratio and decrease the packet loss. Our 
secure sensor network communication protocol, 
SCARP, offers a high level of security while 
requiring much less energy than previous approaches.        
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